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Pieter Lexis

« SysAdmin by training, developer by accident’
+ Senior PowerDNS Engineer at PowerDNS
*+ Responsible for CI/CD, deployment automation, packaging & more

POWERDNSS<S

"Note the lack of “network engineer”
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“OK. hear me out...” 1. Nation-wide consumer access network, fully with YANG and NETCONF.
' Even the Modems are configured in this way

2. Most Telcos and ISPs are moving towards this, especially for 5g
* $CUSTOMER has a fully Software Defined Network

* DNS is a network function

+ A functional building block with well-defined interfaces
+ Defined by ETSI in the Network Functions Virtualisation (NFV) standard

« DNS authoritative is currently a non-modeled function


https://www.etsi.org/deliver/etsi_gs/NFV/001_099/003/01.01.01_60/gs_NFV003v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV/001_099/003/01.01.01_60/gs_NFV003v010101p.pdf
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CLI differs between vendors CLI input and output is different, making scripting and parsing hard
SNMP uses UDP
State is e.g. a counter or the load on a port

RFC 3535 83 is 12 requirements, which boil down to “automation”

Vendors have different configuration APIs
* SNMP is unreliable

MIBs don't distinguish between “state” and “configuration”

= WY =

Little standardized MIBs, no “common” MIBs

RFC 3535, §3 “Operator Requirements”


https://www.rfc-editor.org/rfc/rfc3535.html
https://www.rfc-editor.org/rfc/rfc3535.html
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L-The problem — In short

* Heterogeneous environments are painful to configure
* Need for standardized configuration

* Need for data and configuration
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v+ Lualins W programmability, new features are vali-
are. upgraded in no time. This requires consistent and
amming interfaces (APIs) in network devices with the

mated in networking vendors is automated. As a conse-
ment time and offer differentiated services compared to
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development lifecycle for equipment vendors.

Figure 1: From “Network Programming with YANG", by Claise, Clarke, and Lindblad
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Figure 1: From “Network Programming with YANG?, by Claise, Clarke, and Lindblad
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RFC 4741 - “NETCONF Configuration Protocol”, December 2006 < The solution — NETCONF and YANG documents
RFC 6020 - “YANG - A Data Modeling Language for the Network Configuration
Protocol (NETCONF)”, October 2010 1. NETCONF and RESTCONF are the protocols that are used for communication
RFC 6241 - “Network Configuration Protocol (NETCONF)’, June 2011 with the device . _
RFC 6244 - “An Architecture for Network Management Using NETCONF and % MANGISENS EMEEER EET CEsEl Ses IR eEME:

w

YANG stands for Yet Another Next Generation

YANG", June 2011 4. RESTCONF is NETCONF over HTTP in a REST, using the URI for the tree

RFC 7950 - “The YANG 1.1 Data Modeling Language”, August 2016

RFC 7951 - “JSON Encoding of Data Modeled with YANG"”, August 2016

RFC 8040 - “RESTCONF Protocol”, January 2017

RFC 8342 - “Network Management Datastore Architecture (NMDA)”, March
2018
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NETCONF architecture

| Secure
|  Transport

Example
————————————————— + Fomm e
Configuration | |  Notification |
data | | data |
————————————————— + B et e
I I
————————————————— + |
<edit-config> | |
I I
————————————————— + |
I I
————————————————— + B et R
<rpc>, | | <notification> |
<rpc-reply> | I I
————————————————— + ot
I I
_________________________________________ +
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1. Content is the instantiated YANG model
2. Only a few operations exists: lock/unlock

NETCONF architecture
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L_NETCONF architecture

Data Modeling
(Schema) == B
4—'—_;__(_'_ H\i&“ —a
| XML | JSON | | Protobuf | | Etc. |

Data Modeling Language
(Schema Language) LoblE

2020-02-0

Encoding
(Serialization)

N Y

Protocol |RESTCONF| [gNMI(gRPC) | | Eto. |
Orchestration NSO YANG Open- Cloud- Ele
Application Orchestrator Development Kit Daylight Opera :
H_EH' %H“ il
A4 E::::-::::*
Prog. Language Erlang | | Python | |C++| ‘Java| |Anyr Language
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CRUD operations for configuration State and config is human readable

Operations are applied fully or not, no “half” state

Protocol also features 2-phase commit/confirmed commit support with rollback
Rollback to a previously store config, allowed because config is declared
Additionally: because of the models, it is easy to go from state A to state B, as it is

only a diff.

Configuration is fully declarative

Configuration and operational state

s WY =

* Network-wide transactions, with full ACID properties

Rollback support

* One protocol to implement in orchestrators and controllers
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S L-Who uses NETCONF

vendors

« Routers and Switches of the big vendors Cisco, Brocade, Juniper, HP, Alcatel Lucent, Arista
* Orchestration frameworks orchestration frameworks
+ Network Management Systems (NMS) ONAP, ETSI's NFV standards
+ Several *nix applications NMS

Cisco NSO

1. More on *nix applications later
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Yet Another Next Generation

* The schema defines the data

 The NETCONF server has the instantiated data
¢ Schema describes a tree

o« YANG and NETCONF
L_The solution
L-Modeling data: YANG
L-Yet Another Next Generation
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1. Think of it as a DTD

2. Astring cannot be in a node that must contain an integer
3. When referencing another leaf, it must exists
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28

grouping endpoint {
description
"An IP endpoint, including the port";
leaf ip-address {
type inet:ip-address-no-zone;
mandatory true;

}
leaf port {

type inet:port-number;
}

}

container listen-addresses {
list listen-address {
key "name";
leaf name {
type string;
}
unique "ip-address port";
uses endpoint {

my-example-model.yang

o YANG and NETCONF
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L-The solution
L-Modeling data: YANG
L-YANG models — Example

YANG models — Example i
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= L-YANG models — Example
refine {
default H
}
}
}
}
container {
config 3
leaf {
type 5
}

+
+




YANG and NETCONF
L_The solution
L-Modeling data: YANG
L-YANG model as a tree

YANG model as a tree
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module: my-example-model
+--rw listen-addresses
| +--rw listen-address* [name]

| +--rw name string
| +--rw ip-address inet:ip-address
| +--rw port? inet:port-number

+--ro counters
+--ro connection-count? uint32

The end-nodes are called /eaf's.
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1. Alist can be thought of as a hashmap, the key must be unique
* Grouping — Set of nodes for re-use

e Container — A set of related nodes
* List — A keyed set of nodes

Leaf-list — List of a single item
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(U)int8, (U)int16, (u)int32, (U)int64 1. Aunion can be e.g. an int or a string
« decimal64

* string

* bits

* boolean

* enumeration

* union
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N
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N q
2 L-YANG Models — Other modeling tools
1. import: e.g. IETF and ETSI have models for standards like IP addresses, SSH
* Import: Enables re-use of models servers, TLS servers etc
« Augment: Add new nodes to previously defined nodes 2. import: e.g. openconfig has models for base routers and switches
. 3. feature: “When this feature is supported/enabled this part of the tree is
* Grouping: Set of nodes for re-use

instantiated
+ Container: Group of related nodes

Feature: Allows marking part of the tree as optional
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ietf-inet-types@2013-07-15.yang § |—I\|ﬁ)dellng ez _YANG ) .
122 typedef port-number { =2 Types — Derived types: Constraints
123 type uint16 {
124 range "0..65535";
125 }
126 description
127 "The port-number type represents a 16-bit port number of an
128 Internet transport-layer protocol such as UDP, TCP, DCCP, or
129 SCTP. Port numbers are assigned by IANA. A current list of
130 all assignments is available from <http://www.iana.org/>.
131
132 Note that the port number value zero is reserved by IANA. 1In
133 situations where the value zero does not make sense, it can
134 be excluded by subtyping the port-number type.
135 In the value set and its semantics, this type is equivalent
136 to the InetPortNumber textual convention of the SMIv2.";
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193
194
195
196
197
198
199

263
264
265
266

ietf-inet-types@2013-07-15.yang

typedef ipv4-address {
type string {
pattern
"(([0-9]|[1-91[0-9]|1[0-9][0-9]1|2[0-4]1[0-9]|25[0-5])\.){3}"
+ '([0-9]|[1-91[0-9]|1[0-9][0-9]|2[0-4][0-9]|25[0-5])"
+ "(S[\p{NF\p{L}]1+)?";
}

ietf-inet-types@2013-07-15.yang

typedef ipv4-address-no-zone {
type inet:ipv4-address {
pattern '[0-9\.]*x"';
}

o YANG and NETCONF

2020-02-0

L-The solution
L-Modeling data: YANG
I—Types — Derived types: Deriving further

1. The patterns for derived types are AND-ed together
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261

ietf-inet-types@2013-07-15.yang

typedef ip-address-no-zone {

type union {
type inet:ipv4-address-no-zone;
type inet:ipv6-address-no-zone;

}

description
"The ip-address-no-zone type represents an IP address and is
IP version neutral. The format of the textual representation
implies the IP version. This type does not support scoped
addresses since it does not allow zone identifiers in the
address format.";

reference
"RFC 4007: IPv6 Scoped Address Architecture";

L-Modeling data: YANG
L-Types — Union

2020-02-

yang
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my-example-model.yang

9 grouping endpoint {

10 description

11 “An IP endpoint, including the port";
12 leaf ip-address {

13 type inet:ip-address-no-zone;

14 mandatory true;

15 }

16 leaf port {

17 type inet:port-number;

18 }

19 }

20



. . YANG and NETCONF
— m ““‘ ( |
Types — Using groupings & LThe solution -

N
e L-Modeling data: YANG
. : - my-example-model.yang g L ) . g
21 container listen-addresses { S Types — Using groupings )
22 list listen-address {
23 key "name";
24 leaf name {
25 type string;
26 }
27 unique "ip-address port";
28 uses endpoint {
29 refine port {
30 default 25;
31 }
32 }
33 }
34 }

21
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L-Types — Non-config

Types — Non-config
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my-example-model.yang
container {
config g
leaf {
type 5
}
}

22
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YANG models can import other models
) P 1. Modules are published by IETF, ETSI, OpenDaylight, IEEE, Broadband Forum
Large collection of “ground work” modules
* Interface types
* |IP addresses

+ TLS server and client (including X509)
* SSH server and client

+ Used by vendors to model devices
Published e.g. on €) YangModels/yang

23


https://github.com/YangModels/yang
https://github.com/YangModels/yang

Addressing o YANG and NETCONF

L_The solution

L-Modeling data: YANG
L-Addressing

* Individual leafs can be addressed using XPath
+ XPaths can contain one or more expressions
+ Expressions can also do arithmetic

2020-02-0

/my-example-model:listen-addresses/listen-address[name=
— address

/my-example-model:listen-addresses/listen-address[name=

'localhost']/ip-

'localhost']/port

/ietf-interfaces:interfaces/interface[name="'1ifacel']/ietf-ip:ipv4/ietf-
<~ 1ip:address[ietf-ip:ip='10.0.0.1"']

/ietf-interfaces:interfaces/interface[position() =
— last())]/ietf-ip:ipvd/*

24
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Server Architecture
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P

|
|
| |
| |
| YANG | + | md state data |1
|mods | |+ | ea ---------m-om - |
_____ " H " " "

Ly ronTeations | 1. Server, aka “a device” or “network element
| | operations [
| e s
| ~ |
| | |
| v |
oo + | L + |
| | oo > | |
|Client| <rpc> | | NETCONF | |
| Capp)| | | engine | |
| | <mmmemneeoeas | | |
Femmmm + <rpc-reply> R + |
/ \ |
I 7 v I
I ; v I
| #--m-mm-- + Fommmmmeo o + |
| | config | |system [+
| | data- | |software ||+ |
|1 base | |component||] |
| #------- + + |
| |

|

25
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Only Operational and Running are mandatory

On boot, startup is copied to the running

Running is copied to startup either implicitly or via a NETCONF rpc
Running config must be a valid tree

Candidate starts as a copy of running

Upon commit, candidate is copied to running

Operational is a “view"

Startup — Config to use upon boot
* Running — Current configuration

Candidate — Used for staging config changes

+ Operational - Contains the config and state of the system

ooy @ s W N =

26
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| <candidate> | | <startup> | ~ |_
(ct, rw) <---4 +--->| (ct, rw)
Lt [ L ! = Datastores
| | | |
| O + |
R >| <running> [<-------- +
| (ct, rw)y |
O +
/t configuration transformations,
// e.g., removal of nodes marked as
// "inactive", expansion of
// templates
v
R PR
| <intended> | // subject to validation
| (ct, ro) |
R et
/1 changes applied, subject to
// local factors, e.g., missing
// resources, delays
dynamic R learned configuration
configuration LR system configuration
datastores ----- + R default configuration
| |
v voowv
oo +

| <operational> | <-- system state
| (ct + cf, ro) |

ct = config true; cf = config false
rw = read-write; ro = read-only
boxes denote named datastores

27
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+ Many applications could be “network functions” 1. cfgmgmt in telcos is usually not ansible or puppet, except for small departments

With the right orchestrator, have “versioned infra”
Even without NETCONF, YANG is a powerful config language

* Typed and constrained configuration items
« Dhall (for Haskell) is similar, sans the tree

* Integrates into telco environments

28
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S
2 L-Software Support
_ . 1. All these programs seem to be mostly written by one person
* libyang - YANG parser and toolkit 2. None of these are packaged for the major OS’s

* sysrepo - YANG Datastore 3. libyang has C++, java, python and javascript language-bindings, and includes

+ Netopeer2 - NETCONF server and client validators -

4. sysrepo - Implements all the datastores, can do subscriptions on paths for
* pyang - Python YANG validator, transformer and code generator changes
* YDK - YANG Development Kit by Cisco 5. sysrepo - Based on libyang

o

Netopeer uses libyang, sysrepo, libnetconf2 and libssh
7. The YDK can create APIs for different languages from YANG schemas to control
network elements

29


https://github.com/CESNET/libyang
https://github.com/sysrepo/sysrepo
https://github.com/CESNET/Netopeer2
https://github.com/mbj4668/pyang
https://developer.cisco.com/site/ydk/
https://github.com/CESNET/libyang
https://github.com/sysrepo/sysrepo
https://github.com/CESNET/Netopeer2
https://github.com/mbj4668/pyang
https://developer.cisco.com/site/ydk/
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S
2 L_pdns-sysrepo
_ 1. It restarts the service when needed
* Uses libyang and sysrepo 2. Zone data is “just configuration” for the operator’s perspective
« Configures PowerDNS Authoritative Server 3. To the operator, a VM with pdns-sysrepo acts as a single DNS Server that is

« Stores zone-data in sysrepo configured by NETCONF

* Exposes a Remote Backend endpoint for PowerDNS
+ ) PowerDNS/pdns-sysrepo

30


https://github.com/PowerDNS/pdns-sysrepo
https://github.com/PowerDNS/pdns-sysrepo
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* The networking world is not so different
* YANG and NETCONF are the industry standard

* Itis a viable technology for *nix service configuration

31
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Thank you!

Any questions?
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A ti - 1. Thanks cfgmgtcamp for having me
ny questions:

CC-BY
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http://www.netconfcentral.org/modulelist

https://www.fir3net.com/Networking/Protocols/
an-introduction-to-netconf-yang.html

https://www.sysrepo.org/static/doc/html/

https://www.slideshare.net/Cisco/
software-defined-networking-and-network-programmability

“Network Programming with YANG", Claise, Clarke, and Lindblad6
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http://www.informit.com/store/network-programmability-with-yang-the-structure-of-9780135180396
http://www.netconfcentral.org/modulelist
https://www.fir3net.com/Networking/Protocols/an-introduction-to-netconf-yang.html
https://www.fir3net.com/Networking/Protocols/an-introduction-to-netconf-yang.html
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http://www.informit.com/store/network-programmability-with-yang-the-structure-of-9780135180396

	Introduction
	The solution
	Configuring devices: NETCONF
	Modeling data: YANG
	YANG and NETCONF servers

	YANG and NETCONF on *NIX?
	Wrap up
	Appendix
	References and further reading


